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Abstract

In the case of pandemics—such as the current COVID-19 pandemic—disease

spreads rapidly and testing resources are limited. Contact tracing provides an

opportunity to fill some of the gaps left by testing limitations. Individuals with

confirmed and presumed or suspected positive cases can be identified via user in-

put of testing status or symptoms, as well as by other data sources. The location

and movement of these individuals can then be traced. This location informa-

tion can be used to create a 4D model of locations over time, and the data can be

input into a network model to identify other individuals who were likely exposed

as well as identify where or among which groups the next outbreaks are likely to

occur. This paper describes a few central models based in epidemiology, graph

theory, and population biology that can be used, along with location, case, and

symptomatology data to create an effective contact tracing algorithm. It then

proposes a SEIR model for tracing infections through a network and discusses

limitations and options for further fine-tuning. Such an algorithm has immense

potential to drastically improve epidemiological studies, reduce cases, and prior-

itize interventions during COVID-19 and future epidemics. The algorithm will

be implemented via the Safetrace API, part of the MutualAid.world project.
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Goals of Contact Tracing

Contact tracing generally refers to identification of individuals that likely

have likely been in close contact with someone infected with a virus or infec-

tion, such as SARS-CoV-2.1 Contact tracing, therefore, allows us to determine

individuals that are at a higher risk of becoming infected. These individuals can

then monitor for symptoms and isolate themselves to limit secondary spread.

Effective contact tracing has many benefits, including:

• slowing and interrupting viral transmission

• better targeting and rationing of test kits

• identifying groups (networks) of individuals that may have a high density

of infections at some future time point

• alerting individuals that they have been in contact with the disease

• identifying asymptomatic individuals, including those who have recovered

• suggesting that exposed individuals monitor for symptoms and/or isolate

• prioritizing locations for sanitation

• improving epidemiological models and key parameters of the viral spread

Probabilities in relation to model parameters

Some basic concepts from probability are important to consider as the models

are built. This section provides a brief review of these concepts for those without

a mathematical background and explains how they might be used in parts of

the model designs for contact tracing.

1SARS-CoV-2 is the virus that causes the disease, and COVID-19 is the disease itself
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Parameters following the binomial distribution

For many purposes, it is useful to consider individuals as either becoming

infected or not. While the SEIR model presented later groups individuals into

four potential states (see the SIR model section below), the parameters of such

a binomial distribution are useful when considering the basis of R0 values.

The overall distribution of individuals’ infection status, given this simplified

approach, can be modeled as X ∼ Bin(n, p) where X represents the distribu-

tion of infected individuals, n represents the total number of individuals in the

network (a concept discussed in the network section below), and p represents

the probability with which a person will get infected.

The overall probability of being infected is certainly context-specific (an

individual who is not in contact with someone infected has p = 0 of being

infected) and therefore not entirely independent (as a Binomial distribution

assumes). However, for each previously uninfected individual that is exposed to

an infected individual,2 each potential infection occurs independently with the

probability p.[1]

R0, the basic reproductive number, is the number of new cases expected

to stem from a single infected individual. In a network where each individual

(node) interacts with k new people, infecting them with probability p, R0 can

be expressed as p ∗ k.3 In reality, R0 is context specific and changes over time,

thus the “net” reproductive number, Rn is more accurate (though very difficult

to accurately predict).

Parameters following the normal distribution

The serial interval (time between successive cases) for COVID-19 is approx-

imately normally distributed based on recent calculations; X ∼ N(µ, σ2) where

µ is the mean of the duration of infections, and σ2 is the variance of duration

2the infected individuals’ nodes are direct predecessors of the uninfected individuals’ nodes

in the network
3Coincidentally, R0 = β

γ
in a simple SIR model. These values are described in the SIR

model section below.
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between infections. While the serial interval for COVID-19 is constantly be-

ing re-evaluated, a recent paper suggested that the serial interval for confirmed

cases of COVID-19, based on data collected from China as of February 8, 2020

(n=468), is 3.96 days (95% CI 3.53–4.39 days), a period shorter than most pre-

vious estimates.[2] This is important when considering how long after exposure

an individual may become sick, a value important in the SEIR model proposed

later.

Parameters with more complex distributions

Many other parameters that may be considered as the model proposed here

is implemented or improved do not follow a binomial or normal distribution,

but more complex distributions. An example is the duration that the virus will

survive in different mediums and on different surfaces.[3]

Differential probabilities based on symptomatology

The probability that a susceptible individual exposed to an individual with

the virus will develop COVID-19 is differential. The context, including environ-

ment, behavior and symptomatology of the infected individual, and behavior

of the susceptible individual all play a role. Ways of incorporating this into

the network and model are described in the Network and SIR sections respec-

tively. Some initial recommendations for addressing this are outlined in the

Data Collection section.

Networks

In addition to knowledge of the properties of the SARS-CoV-2 virus and

symptomatology of COVID-19, the structure of the population in which a this

virus is spreading is critical when estimating disease spread based on con-

tact tracing. Behavior, and therefore contact and network shape, frequently

change for many reasons including travel restrictions, quarantining, government-

mandated closures, and behavior changes due to illness. It is important to

consider network shape dynamics when tracing contact between individuals
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and estimating the numbers of exposed and infected individuals at future time

points. If network topology—as well as the way it changes due to government

regulations—can be determined, some information about the future progression

of the pandemic can be inferred.[4, 5]

Basics of the network

At its core, the network will involve every individual for whom we have data.

Each individual is a node v ∈ V that will then be set to susceptible, exposed,

infected, or recovered based on this information. Each time there is contact

between two individuals (say, v, w), an edge will be created between them. The

assumption will be made that every pair of nodes is able to infect or receive

infection with each connected node, meaning the graph will be a symmetric

directed graph G = (V,A). This network will be analyzed at pre-defined time

steps (e.g., per hour) and node status and edges will be updated at these time

steps. It is also assumed that there are no “original” infections (people cannot

become infected without being in some form contact with someone who is sick).

Ideally, a network of all individuals across the world would be created, but

this is obviously not realistic. In addition, it would be ideal if all exposures had

the same probability of infecting an individual, all individuals recovered at the

same rate, all individuals that were ever in contact with an infected individual

had the same probability of being exposed, and all methods of transmission

were equally likely to expose someone. Of course individuals behave differently

and there is no homogeneity of exposure and infection, so these assumptions

do not hold in the real world. The initial SEIR model roughly makes these

assumptions, and the subsequent section describes potential ways to adjust for

this inevitable heterogeneity.

Incorporation of retroactive case identification

If an individual is determined to be infectious, and it seems they were likely

infectious before they were tested (due to their symptoms, etc.) then it could be
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fruitful to “retroactively” set their node in the network to infected at a previous

time step and re-run analysis of the network.

With sufficient information, it may also be possible to retroactively suggest

individuals that may have spread the virus even though their infection status was

unknown at the time if they seem to be a common contact of many subsequently

identified cases that do not have a clear alternative source of exposure; the

potentially infected user could then be gently alerted. Unfortunately, this would

likely require nearly complete information.

Tracking disease flow through the network

SIR models—here a SEIR model—provide the means to track the numbers

of susceptible, exposed, infected (infectious), and recovered individuals in the

network, and predict trends in infection throughout the network at future time

steps. The next section will describe a proposed SEIR model and note its

limitations and potential ways to adapt it to more heterogeneous and complex

(in a sense more “realistic”) networks of individuals.

SIR models and proposed SEIR model

SIR (susceptible, infected/infectious, recovered) models4 are widely used in

epidemiology and population biology to model and predict the number and rate

of infections in a population over time. They compartmentalize individuals into

each of the categories, S, I, and R. The model dynamics represent the flow of the

number of individuals between each of these categories. Flow rates are typically

expressed through differential or difference equations.

The SIR model is a basic form that can be expanded and adapted to more

complex situations. In addition to adding more compartments to the model,

additional flow rates can be added to include elements such as birth, death,

4If you would like a visual intuition for the spread of infection in a network based on a SIR

model, you are encouraged to look at: http://systems-sciences.uni-graz.at/etextbook/

networks/sirnetwork.html
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vaccination, and re-infection rates. The model proposed in this paper is a

variation of the SIR model called the SEIR (susceptible, exposed, infectious,

recovered) model. The next section outlines the details and assumptions of this

SEIR model.

Proposed SEIR model

A SEIR model is chosen over a SIR model here because it is useful to track

exposed individuals (not just infectious). Knowledge of exposed individuals

allows anticipation of where the next outbreak will be and allow for better

resouce allocation. SEIR models are commonly used for the flu, though they

typically do not include a flow from exposed back to susceptible as this one

does.

Some SIR variations may include other terms such as birth and natural or

disease-induced death terms. Because the dynamics of the COVID-19 pandemic

are much faster than typical dynamics of birth and death, it is safe to exclude

natural birth and death terms. Disease-induced death will be grouped in with

the recovered individuals because neither those that died nor those that have

recovered can infect others or become re-infected.

The “exposed” group is often considered to be a “pre-infections” group that

will eventually become infectious at a certain rate. This model considers the

exposed individuals to have been exposed to SARS-CoV-2 and may become

infected and infectious at some rate σE (see diagram below), or return to sus-

ceptible because they did not actually contract the virus, at some rate fE.

The rest of the flow rates and compartments are portrayed in the diagram and

differential equations.

The SEIR model variation that this article proposes for use in the contact

tracing process is as follows:

S E I R

β SI
N

fE

σE γI
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where β represents the risk constant5 from susceptible to exposed individuals,

f represents the flow rate constant for individuals that were exposed but not

infected, σ represents the flow rate constant of exposed individuals to infected

individuals, and γ represents the flow rate constant from infected to recovered

individuals.

It then follows that the equations for change per unit time of individuals in

each category are:

dS

dt
= −βSI

N
+ fE

dE

dt
= β

SI

N
− fE − σE

dI

dt
= σE − γI

dR

dt
= γI

N = S + E + I +R

(1)

The following are a few considerations when interpreting this model:

SI is divided by N to constrain the model to the population size and ensure

dimensional analysis checks out. If we add the assumption that, at each time

step, an individual in the exposed group will either return to susceptible or

become infected (not remain simply exposed), then f = (1−σ). It should make

little difference whether an individual in R is recovered and alive or dead, as

neither will be able to infect other individuals or be infected again.

There are some major assumptions that this SEIR model makes. The next

section, therefore, will describe some limitations and provide options for ad-

dressing them.

5β is sometimes referred to as the “contact rate” and γ is sometimes referred to as the

“removal rate.”
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Limitations and potential improvements on this model

Many assumptions about interaction were described in the network section,

and therefore apply when this deterministic SEIR model is used to analyze

changes in the network of individuals. This basic SEIR model is a “mean-field

model,‘’ which means that all members of the population receive the same mean

treatment. Therefore, the baseline model struggles to capture the complex and

heterogenous structures of real-life networks and interaction. Heterogeneity of

influence between nodes, which is of primary concern, is discussed here.

Dealing with heterogeneity

One crude approach to handling this would involve partitioning the network

of all individuals into subnets (by location or by strata of infectiousness), eval-

uating infection dynamics within each subnet at each time step, and then move

the relevant nodes, with their anticipated state at the next time step, to differ-

ent subnets. This crude process limits the analysis that can be done and makes

it more difficult to perform population-level analysis.

A better approach is assigning different values for infectiousness, susceptibil-

ity, or other important parameters to each node. The SEIR model can then be

adapted to incorporate heterogeneity of effects without having to create a set of

(reasonably large) subnets using a set of tools called “pairwise approximation

methods.” Much work has been done to apply these pairwise approximation

methods to SIR models in recent years.[6, 7, 8] This method allows evaluation

of every pair of nodes (two individuals) at each time step tn, and therefore incor-

porate the unique parameter values held by each node. This, in turn, addresses

the concern about heterogeneity of effects between individuals.

Even with these tools, it is important to be careful about how the model

is designed and implemented considering the the frequent movement between

locations, and therefore groups of people which can make it difficult to trace

infected individuals and subsequent exposures effectively.
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Data collection

What’s available and what’s needed

This approach is certainly constrained by data quality and completeness.

Fortunately, much work has gone into estimating some of the parameters needed

in a SIR model, especially R0, and duration of infection (and by extension

recovery time) which is useful for estimating γ. There is less information on

many of the other parameters, so data collection and continuous updating based

on new data for these values is critical.

Beyond estimating model parameters, a large network of individuals whose

location is being tracked (as in our 4D model) is critical for effectively tracing

exposure, infection, risk of infection if exposed, as well as identifying context-

specific differences in the model parameters. It is intuitive that infected indi-

viduals who are not traced are missing from the network and have the potential

to infect others without warning.

A significant barrier to implementation is identification of the context-specific

risks of infection as mentioned in the paragraph above. The following are a few

avenues that can be explored and researched that should be incorporated to

improve context-specific estimation.

As briefly noted in the Probabilities section, the SARS-CoV-2 virus survives

for different durations in (or on) different mediums. It is certainly not realistic

to include information on every time of material an infected and subsequently

susceptible individual has come into contact with. However, it is worth consid-

ering some locational properties such as indoor versus outdoor exposure.

It is also important to consider an individual’s symptomatology. It makes

sense that an individual who is coughing and sneezing will likely spread more

of the virus and spread it further than someone who is breathing normally.

There are other nuances such individuals wearing masks, which will typically

reduce spread from infectious individuals and sometimes reduce infection if a

susceptible individual is wearing one.

In addition, some parameters such as level of infectiousness or how long the
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virus remains at a given location can be informed through the continuous use

of machine learning algorithms on the data that is gathered.

Other needs for data

The two paragraphs above give only a few recommendations. Further rec-

ommendations for estimating differences in context-specific risks of infection, as

well as estimating other parameters, are important and welcome. It is likely

that some research has been published on many such considerations, but those

were not the focus of research for this paper.

Brief conclusions

Contact tracing is a powerful tool for fighting pandemics and saving lives,

as stated at the beginning of this paper. Opportunities to partner with other

research groups, companies, and governmental agencies that will allow us to use

their data or resources to improve our contact tracing and prediction algorithms

are certainly welcome and beneficial. This could range from cellphone data to

information on individuals who have been tested to symptom data from at-

home thermometers[9] or similar products. Certainly the needs to maintain pa-

tient confidentiality and respect user privacy are central to the MutualAid.world

project and must be prioritized. Any opportunity to safely and securely include

new data into the network of individuals will improve the algorithm and model

prediction.
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